Adversarial Attacks against Closed-Source MLLMs via Feature
Optimal Alignment
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Results

 Accuracy Degradation Resulting from Our Attack Initiated at Different Rounds
(0,10,20) on AdvBench (First Row) and SafeBench (Second Row) Datasets

FOA-Attack

We propose FOA-Attack, a novel black-box adversarial attack framework that
improves transferability to closed-source MLLMs via Feature Optimal Alignment
combining global cosine similarity and local optimal transport.
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Multimodal Large Language Models (MLLMSs) like GPT-40, Claude,
and Gemini are increasingly deployed in real-world applications.
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« Step 1 - Feature Extraction: PS collects exact client updates for the first t,, surrogate model iterations.
« Step 2 - OT Alignment: Compute OT plan minimizing Wasserstein distance between adversarial and target features for

t. fine-grained patch-level alignment.
« Step 3 - PGD Update: Apply PGD update minimizing FOA loss (global cosine + local OT) within e=16/255 budget for ¢,
Iterations until convergence.
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Experimental Setup
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J Evaluation benchmarks: AdvBench and SafeBench.
o Surrogate models: LLaVA-1.5, InternVL2, MIniGPT-4

d Target black-box MLLMs: GPT-40, Claude-3-Opus, Gemini-1.0-
Pro. Perturbation budget: £€=16/255, step=2/255, 200 PGD

El
Iterations.

JWe evaluated our proposed attack in two experimental settings: .

o Single-surrogate transfer: adversarial examples crafted on one surrogate, evaluated on all black-box targets.
o Ensemble-surrogate transfer: multiple surrogates combined to further improve cross-model transferability
to GPT-40, Claude-3, and Gemini.
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Data poisoning — Inject False Information Model poisoning — Corrupt the model

Attacker’ capabilities

= FOA-Attack operates in a strict black-box setting with no access to target
model parameters, gradients, or APl queries.

= Only open-source surrogate MLLMs (LLaVA, InternVL2) are used to
generate transferable adversarial examples targeting closed-source MLLMSs.
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